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Make vendor remote access a controlled
work session

Document the purpose, approved route, time window and closeout evidence for a maintenance
connection.

01 Authorize a task, not an indefinite connection

Describe the machine, requested action, expected duration and operational owner. Separate observation
from changes to logic or configuration. Confirm whether production must stop and which backup is required.
An approved remote-access route does not make every action within the session automatically approved.

02 Check identity and the permitted route

Use the organization’s approved access method and individually attributable identities. Confirm
authentication, the target scope and session expiry before the window begins. Keep access to the minimum
systems needed for the job. Have the local owner available to confirm the machine state and terminate the
session if necessary.

03 Preserve operational evidence

Record the start time, approved work reference and configuration baseline. Capture changes through the
organization’s normal process and record any deviation. If the session fails halfway through, the local team
should know the current state and the recovery action. Do not depend on the vendor’s memory for the
handover.

04 Close access and verify the result

At completion, validate the agreed operational checks, store the changed project where appropriate and close
temporary access. Review whether any new accounts or connectivity remain. Keep the work record linked to
the device inventory and backup reference. A closed ticket should explain both what changed and how normal
operation was confirmed.
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TEAM WORKSHEET

From checks to a decision.

Work through this page together. Assign an owner and evidence to each check.

Site / line Date / version

Owner / team Pilot boundary

[[] Authorize a task, not an indefinite connection

Evidence / openissue / owner:

[C] Check identity and the permitted route

Evidence / openissue / owner:

[C] Preserve operational evidence

Evidence / open issue / owner:

[[] Close access and verify the result

Evidence / openissue / owner:

Acceptance decision and next step

[1Accept [] Revise [ ] Hold

Acceptance criterion / result

Next action / owner / due date

Rollback trigger / plan

Project-specific support: aspdijital.com
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